Attorney Docket No: M-'11646'1C US 
_ First fnventor: Riohard Foltak 
^; Maintaining A Common AAA Session Id For A Call Over A Network 



1/4 




SERVER 



^32 

FIG. IB 
(Prior Art) 



Attorney Docket No: M-11646-1C US 
First inventor: Richard Foltak 
Me: Maintaining A Common AAA Session Id For A Call Over A Network 



2/4 





32 




30a 



1 i 

— .—1 1 

t 


t 


AAA 
SERVER 




OFF-LOAD 
SERVER 




38 



FIG. 2 



'200 





CLIENT 




HOME 




GATEWAY 




t 




AAA 




SERVER 



48 



30b 





30a 



28n 







OFF-LOAD 
SERVER 


NAS3 




m 
• 
• 


/ 

/ >^ 







200 




FIG. 3 
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1. CALL SETUP-PREAUTH. 

NAS PREAUTHENTICATES 
THE DNIS (CALLED DmS) 
TO VALIDATE GALLED # 
LOCAL SESSION ID IS 
CHOSEN (INCREMENTING). 
(Le, 01. 02, 03, ...) 

SINCE MORE THAN ONE NAS 
MAY BE INVOLVED, ADD A 
UNIQUE IDENTIFIER TO HEAD 
OF SESSION ID SO THAT NO 
TWO NAS(S) EVER USE 
THE SAME SESSION ID. 
SO SEND: 

12345 00000001 
12345 00000002 
12345 00000003 



ACCEPT 



3. CALL ACCEPTED 

1. CONNECTS THE CALL TO 

NAS, 

2. LAYER1 AND LAYER 2 
ARE ESTABLISHED. 

3. UPN SERVICE STARTS 



RADIUS 
AAA 



OFF-LOAD SERVER 



2. SERVER LOOKS UP 
DNIS (USERNAME) 
AND ACCEPTS THE 
CALL SERVER MAY 
KEEP REFERENCE 
TO CALL VIA SESSION 
ID TO COUNT 
# OF USERS ON 
GIVEN DNIS 



L2X SESSION STARTS 



FIG. 4A 
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4. SESSION BEGINS ON 
OFF-LOAD SERVER, WHICH 

NOW AUTHENTICATES 
USER SINCE AAA SERVER 
IS KEEPING TRACK OF 
SESSION ID. WE WANT 
TO POLL THIS SESSION 
ID FROM THE NAS 1. THIS 
IS DONE VIA TUNNEUNG 
PROTOCOL 



5. AAA SERVER LOOKS 
UP USERNAME AND 
EH^HER ACCEPTS OR 

REJECTS THE CALL I AUTHENTICATE USER 
SERVER UPDATES 

INTERNAL INFO. 
BASED 

ON SESSION ID. 



ACCEPT 



6. ACCOUNTING START 
IS GENERATED USING 
SAME SESSION ID. 



UPDATES SESSION 
ID INFO. 



ACCOUNTING START 



7. CALL TERMINATES 



8. UPDATES SESSION 
ID INFO. UPDATES 
COUNT FOR DN IS 
INFO. 



ACCOUNTING STOP 



FIG. 4B 



